Example Questions and Answers.
Example questions are given below, along with the answers

Example Network Awareness
e Question (2 Marks)
Find the box named jaguar and identify what domain it resides in. Provide the
NetBIOS domain name.
e Answer
The correct answer is “bigcats”.

Example Vulnerability Assessment
e Question (2 Marks)
Identify a valid user on the host named monkey that is also in the
/homel/kali/Desktop/Candidate/wordlist.txt file.
e Answer
The correct answer is “janet”.

Example Simple Exploitation
e Question (5 Marks)
Exploit 10.0.1.27 and provide the trophy value from a file with ‘trophy’ or 'secret’
in its name.
e Answer
The correct answer is “trophy-12345”.

Example Desktop Lockdown
e Question (10 Marks)
Find the 'zenicarna' file and provide the trophy value.
e Answer
The correct answer is “trophy-54321”.

Example Routing
e Question (10 Marks)
Attempt to access the telnet server on 172.20.31.10 via 172.17.89.254 and
obtain the value in the service banner.
e Answer
The correct answer is “trophy-98765”.

Example Web Application

e Question (10 Marks)
Zenicarna has deployed a new authentication mechanism to replace the
previously unsecured portal. Host: 10.0.1.180 Port: 8080
Attempt to gain access and provide the trophy value presented upon successful
authentication.

e Answer
The correct answer is “trophy-11122”.



